how to protect what you
pload: End To End Encryptio

You can find those slides on wiki.estaca.net, then End To End Encryption workshop
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* 0) Why those workshops ?
* 1) general security advises

 2) Hands on: Set up a local password manager and a strong
passphrase with KeepassXC and the DiceWare method

* 3) What is End To End Encryption (E2EE) ? Which tools that you
already know are and which ones aren't E2EE ?

* 4) Hands on: How to encrypt files, folders and external storages
easily with veracrypt and cryptomator

* 5) (if time allows): How to protect your devices themselves: Full
Disk Encryption



Important ressources -

* The Electronic Frontier Foundation (EFF):
https.//www.eff.org/pages/surveillance-self-defense

* The freedom of the Press Foundation guides:
https://freedom.press/digisec/blog/file-security/



https://www.eff.org/pages/surveillance-self-defense
https://freedom.press/digisec/blog/file-security/

Why me ?

* I am not an expert on those topics
* There are much more talented people in the IT department
* But they do not protect you exactly against the same threats

Foreign government
IT Department interest in your work
Research competitor/collaborator

REGUEIOT R interest in your work




Why me ? -

* I am not an expert on those topics
* There are much more talented people in the IT department
* But they do not protect you exactly against the same threats

Most of the other stuff

The governments of
ViElLlr ST EeyEL our country’s allies
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* To fight against a growing set of state surveillance policies
and take control of the technologies we use
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* To fight against a growing set of state surveillance policies
and take control of the technologies we use

* To be able to choose what we share and when

* To fight also surveillance from private companies who can
sell collected data for money, or your employer who can
possibly use collected data against you.
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* To fight against a growing set of state surveillance policies
and take control of the technologies we use

* To be able to choose what we share and when

* To fight also surveillance from private companies who can
sell collected data for money, or your employer who can
possibly use collected data against you.

* To protect the people we communicate to
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* To fight against a growing set of state surveillance policies
and take control of the technologies we use

* To be able to choose what we share and when

* To fight also surveillance from private companies who can
sell collected data for money, or your employer who can
possibly use collected data against you.

* To protect the people we communicate to

* To be able to talk about safety without simply excluding
people based on their nationalities



Why those workshops ? «*u R

“Actually, the data I am sharing is not very sensitive,
I do not mind other people seeing it”

* Even if we do not think to have sensitive data, some people
have, and the more spread-out privacy is, the harder it is to
find out who is actually hiding sensitive informations.

* This is why you should push for everyone to use privacy
tools, and use them even for the most apparently irrelevant
things

a0 0
ﬁuﬁﬂ 3 3

3“3 : 3 &8s




general security advises (and disclaimer: )
we are not going to see all of those things in details i
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today)

Use Tor for browsing anonymously (covered in a future workshop)

Try to lean towards open source softwares in your tools choices (and if you have not
already, consider switching to linux ! -> separate workshop to install it if you want)

Keep all your softwares up to date

Encrypt your external drives too with Veracrypt (this will be covered later)

Use Tails (covered in a future workshop)

Activate Password lock on your phones, and encrypt your sd cards if you have one
Consider your phone less secure

Consider mails very unsafe ! Use Signal to communicate with other people (If you do
not want to use a smartphone, you can still install signal on a computer, there is a
separate optional workshop available !)

Keep an eye on your devices: physical access without you knowing can be dramatic
Backup your datas in encrypted backups -> separate workshop to do it if you want



Having a strong password 5B

We should always use a password identification at the very least on every
device.

Do not activate fingerprint, facelD, or quick pattern drawing as identification
on your devices. If the police have you and your device, they can force you to
open them.

You need a password | trong passwi ssXC, itis
open source and cross it locally and oud.

What matters is to hav /ord that you 1ows, and
all the other password: ly generated nanager.

Pay a special attention ce ID of your mailt d for

password reset

Automatically generated passwords are also easier to share when needed, as
opposed to the one weak password that you use everywhere
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 We should use the DiceWare method:
* Using a D20
* We roll it three times

. . . -1 aided =10 blasters
* We take the corresponding word in the word list -2 e 11 gunzay
* We repeat the operation 6 times
* Our password is those 6 words separated 2 captatn 17 dobn T
-9 saved -18 jacket

=10 bestowing
=11 democtes

=13 disfiguring
0 skills

by spaces

 No need to have capital letters or
special characters 16 Fingernails

=17 bike
-18 under
-1% lord

sub=chamber

I
00 -] LN = La B D

inaction
stuns

You can find the list of words, and an offline generator,

Lad el Lad Lad Lol L3 L) Lo Lo L La L BRI RIRY R R ORI BRI BRI R BRI RS
D | D D I |

Tl el e e e T R R e R S S L T

N T T T T Y T Y T T N TN N N T T N B |
T N T I e e T T e e e e T
e i e e i e e e e e e e e e i i el e e B e el
T T T T T T Y T N N (N TR Y N NN T T (R N TN T B |

. . . -1-20 pride -9 commented
In wiki.estaca.net, then click on The diceware method 2-1 speeder 10 plaza
- = ure - [Jd rced
-2=-3 lack =12 irises




KeepassXc

keepassxc.org

KeePassXC
If you do not
have any, or
only use the
one from
The password google or
manager that I KeePassXC Microsoft, I
persona”y use Cross-platform Password Manager SuggeSt you
start a database
Let KeePassXC safely store your passwords and auto-fill them into your .
favorite apps, so you can forget all about them. Wlth Keepassxc'
with the
We do the heavy lifting in a no-nonsense, ad-free, tracker-free, and cloud- passph rase you

free manner. Free and open source.

just generated



digital SAFETY

What is End To End Encryption? i

.S'p‘.lllo

* This is how you typically interact with someone:

N T W s o=l e

server
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* The entity that administrates the server can see everything
that passes by.

* If it is your employer, it can use this to
repress you

* If it is a private company it can sell
informations to other ones

* In any case most server administrators server
will collaborate with the police if asked to
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* End To End encryption means encrypting your data before
sending it to the server, and the receiver would receive it
and decrypt it after fetching the encrypted data from the
server

Note: usually, with simply End To End encryption, it is still easy to know who i is talking to who

A s ﬁ server
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Some services are already End to
End encrypted and easy to use S

°®

[matrix]
(Careful about those two:

they are proprietary and : An open network for secure,
steal a lot of metadata) ¢ Lufi - Disroot file uploader decentralised communication




What is End To End Encryption? -

Some have a reputation of
security but do not deserve it,
as they are not end to end
encrypted
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You can also do E2EE manually e,

yourself !

NN
S

1) encrypt your files in your computer in an encrypted folder

2) Send it using a cloud storage for example (since those are
encrypted data, you do not have to worry about how safe is
this cloud storage)

3) Send the password with Signal
4) The receiver will decrypt it on his computer
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* Today we are going to try two open source softwares that
can do it:

* Veracrypt (https://veracrypt.fr) \"“m

* Cryptomator (https://cryptomator.org) 4 Cryptomator

Both are cross platform: they can
be used on Windows, Mac, Linux,
Android, ...



Veracrypt -

* Start by downloading and installing it:
https://veracrypt.fr/en/Downloads.htm]



Veracrypt

] &

Volumes Favorites Tools Settings Help

* Then let's create a
volume

Create New Volume...

Mount Volume

Auto-Mount All Device-Hosted Volumes
DismountVolume

Dismount All Mounted Volumes

Change Volume Password...

Set Header Key Derivation Algorithm...
Add/Remove Keyfiles to/from Volume
Remove All Keyfiles from Volume...

Volume Properties...

Create Volume

: Volume

VaenCopt Never save history

Dismount Auto-Mount Devices

VeraCrypt

Size  Mount Directory
20.0 GiB

Volume Properties...

Volume Tools...

Type

Mormal

Wipe Cache

Select File...

Select Device...

Dismount All

Exit




Veracrypt

'®

VeraCrypt Volume Creation Wizard =

* Then let's create a

VeraCrypt Volume Creation Wizard
volume

© Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users.

More information

_ Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external
drive (e.g. a flash drive). Optionally, creates a hidden volume.

Help < Back Mext > Cancel




Veracrypt
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VeraCrypt Volume Creation Wizard =

* Then let's create a

volume Volume Type

'O standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt
volume.

' Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume.

More information about hidden volumes

Help < Back Mext > Cancel




Veracrypt
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VeraCrypt Volume Creation Wizard =

* Then let's create a
volume

Location
| | v Select File...

Never save history

AVeraCryptvolume canreside in a file (called VeraCrypt
container), which can reside on a hard disk, on a USB flash drive,
etc. AVeraCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click 'Select File' to
choose a filename for the container and to select the location
where you wish the container to be created.

WARNING: If you select an existing file, VeraCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
VeraCrypt container. You will be able to encrypt existing files (later
3 on) by moving them to the VeraCrypt container that you are about to
o 8 create now.

Help < Back Mext > Cancel




Veracrypt

i 4

VeraCrypt Volume Creation Wizard — X

* Then let's create a
volume

Encryption Options
Encryption Algorithm
i —— ¥g —

FIP5-approved cipher (Rijndael, published in 1998) that may be used
by U.5. government departments and agencies to protect classified
information up to the Top Secret level. 256-bit key, 128-bit block, 14
rounds (AES-256). Mode of operation is XT5.

More information on AES Benchmark
Hash Algorithm
SHA-512 w | Information on hash algorithms

Help < Back Mext > Cancel




Veracrypt

M VeraCrypt Volume Creation Wizard =

* Then let's create a
volume

Volume Size

2 GiB ¥
. |Use all available free space

Free space available: 25.2 GiB

Please specify the size of the container to create. Note that the
minimum possible size of a volume is 292 KiB.

Help < Back Mext > Cancel




Veracrypt

%

VeraCrypt Volume Creation Wizard =

* Here you enter your
strong passphrase (or

Volume Password

Password: [

a randomly generated
password from a
password manager)

Confirm Password:

| Use PIM
|| Display password
Use keyfiles Keyfiles...

Itis very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be
found in a dictionary (or a combination of 2, 3, or 4 such words). It
should not contain any names or dates of birth. It should not be easy
to guess. A good password is a random combination of upper and
lower case letters, numbers, and special characters, suchas @ * =
$ * + etc. We recommend choosing a password consisting of 20 or
more characters (the longer, the better). The maximum possible

| lengthis 128 characters.

Help < Back MNext > Cancel




Veracrypt
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VeraCrypt Volume Creation Wizard =

Volume Format
Options

Filesystem FAT v |

Options

(| Quick Format

In order to enable your operating system to mount your new
volume, it has to be formatted with a filesystem. Please selecta
filesystem type.

If your volume is going to be hosted on a device or partition, you can
use 'Quick format' to skip encryption of free space of the volume.

Help < Back Mext > Cancel




Veracrypt

M VeraCrypt Volume Creation Wizard T

* Here you just move
your mouse randomly

Volume Format

until you have a Iot Of R:nedac;rgrplg;:i sknkxk gk nkn sk nknkxkansnix [ | Display pi
“randomness” e

Randomness Collected From Mouse Movements

Abort

Done Speed Left

8 IMPORTANT: Move your mouse as randomly as possible within this
" window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
click Format to create the volume.

Help < Back Format Cancel




Veracrypt

VeraCrypt

The VeraCrypt volume has been successfully created.

OK




Veracrypt

1) Select a
slot here

3) Mount it

F

M

Volumes Favorites

Slot

Create Volume

Volume

Tools

VeraCrypt

Settings Help

20.0 GiE

Size | Mount Directory

Volume Properties...

Veracrypt Never save history

Mount

Auto-Mount Devices

-

Volume Tools...

Dismount ALl

Type
Normal

Wipe Cthe

Select File...

Select Device...

Exit

2) Find the
encrypted
file you just
created
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Veracrypt i

* That's it ! Your encrypted folder is now decrypted and you
can add things inside, then click on unmount and you can
share it safely



Cryptomator

* First you download and install it:
https://cryptomator.org/downloads

* Then let's create a container, — 0w x
or “vault” |8



https://cryptomator.org/downloads

Cryptomator

* Then let's create a container,
or “vault”

digital SAFETY
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Add New Vault

Choose a name for the vault

my_secret_folder

4

The vault name may contain the following characters:

+ Word characters (e.g. a, x or 52)
" Numbers

+" Hyphen (-) or underscore ) .

o
‘“«




Cryptomator

* Choose the location of the
Encrypted folder

digital SAFETY
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Add New Vault

Where should Cryptomator store the encrypted files of your vault?

* Custom location & Choose...

Back MNext
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Cryptomator «u R
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Add New Vault

my_secret_folder
secret_folder

Enable expert settings
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Cryptomator u

Here goes your 6 words strong
Passphrase or a randomly generated
Passphrase in a password manager

Add New Vault

Enter a new password

@
Confirm the new password
You won't be able to access you r data without your password. D
you want a recovery key for the case you lose your password? K

Yes please, better safe than sorry

h

o
‘

Mo thanks, | will not lose my password

Back
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Add New Vault b4

Enter a new password

Confirm the new password

Youwon't be able to access your data without your password. Do
you want a recovery key for the case you lose your password?

Yes please, better safe than sorry

* Mo thanks, | will not lose my password

Back Create Vault




Cryptomator -«

Add New Vault X

Click on “Unlock Now”

Ider =

Added vault "my_secret_folder", Share...
You need to unlock this vault to access or add contents.
Alternatively you can unlock it at any later point in time.

Done Unlock NMow

£ Vault Options
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Enter your password and then

“Unlock”
CRYPTOMATOR

- mu carcrat folder

Unlock "my_secret_folder" X b

Enter password for "my_secret_folder":

Remember password




Cryptomator

CRYPTOMATOR
Then “Reveal Drive”.
a ™
: my secret folder
You are all set, you can put things . Q L .
inside your folder and then lock it g Unlock "my_secret. folder” -

and share it, using for example a
cloud storage. _ R ° Unlock successful
video editi here:

Content in vault "my_secret_folder" is now
accessible over its mount point.

viden w“'i'J
&

Remember my choice, don't ask again

J Done Reveal Drive
s i r it F

e

Vault Statistics

Read: Idle
Locate Encrypted File

write: Idle

Add -
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Full Disk Encryption «

* What about the data on your device? If the Police for
example seize it ?

* This is why you ALSO need to implement Full Disk
Encryption. When you do that, all the data in your device
(computer, phone, USB key, ...) are encrypted and cannot be
accessed by someone who has a physical access to your
device
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What is Full Disk Encryption? C«®uh

* If you do not do anything specific, your hard drive is nothing
different from a normal USB key: anyone who gets a
physical access to it can access all the datas

don't think that because you need a
password to open your windows session,
. w the data inside are protected. They are
contains [ L¥% .
— -—ﬂ _ protected when you computer is ON, but
' , if you turn if off, you are back to the

stage of something as easy to access as
a USB key




What is Full Disk Encryption? »
»

* Full disk encryption means encrypting all the data on your
disk, so that without a password, you cannot access them

the key is
necessary to
recover the data
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* How to set it up depends on your system:

* On Windows, if you have BitLocker, it consists simpl
it. Type “BitLocker” in the search bar|gssgvesmmm.

tIpI

in activating

Search the web

Bl BitLocker

L bitlocker recovery key

L bitlocker encryption

L bitlocker key

O  bitlocker drive encryption

/O bitlocker windows 11

£ bitlocker recovery

£ bitlocker manager
O bitlocker download

L bitlocker disable

£ bitlocker]
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Full Disk Encryption «

* How to set it up depends on your system:

* On Windows, if you have BitLocker, it consists simply in activating
it. Type “BitLocker” in the search bar

=% BitLocker Drive Encryption

T _'rkel << Syste... » BitLocker Drive Encryption
Control Panel Home £ " J
BitLocker Drive Encryption

Help protect your files and folders from unau

Operating system drive

C: BitLocker off

Some versions of Windows have also -
a system called “Device Encryption”.

None is really better, but careful to not

login with a Microsoft account when activating it
and to select the option to save the recovery key
locally.

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.

5 TPM Administration
¥ Disk Management




Full Disk Encryption

* How to set it up depends on your system:
* On Windows, if you do not have it, you can do it with Veracrypt

% VeraCrypt — >
Volumes | Systern Favorites Tools Settings H Homepage
e | Encrypt Systermn Partition/Drive... R Type =
A Permanently Decrypt System Partition/Drive
) B 2 Resume Interrupted Process
i E: - -
p—— Create Hidden Operating System...
=i G: Create Rescue Disk...
| H 2 . .
— Verify Rescue Disk
T 1 Verify Rescue Disk Immage
jf Mount Without Pre-Boot Authentication...
=i M: Change Password... v
] Set Header Key Derrvation Algorithm... I
.g_ Properties... Wipe Cache
Volume Settings...
u I - | S*CtEk...
‘ — m MNever save history . Volume Tools... . Select Device...
| Mount "I ‘ Auto-Mount Devices | | Dismount All ‘ ‘ Exit
L = - L= 2l L= AR E.




Full Disk Encryption

* On MacQS, you can use FileVault

Step 1

In System Settings, click Privacy & Security.

Step 2

Scroll down to the Security section and click
FileVault.

Step 3

Clck Turn On

Step 4

Enter an administrator’'s name and password,



Full Disk Encryption

* On MacQS, you can use FileVault

Step 2

Scroll down to the Security section and click
FileVault.

Step 3

Click Turn On.

Step 4

Enter an administrator's name and password,
then click Unlock.

When you turn on FileVault, you can choose to
use an iCloud account or a recovery key to
unlock the disk.



Full Disk Encryption

* On MacQS, you can use FileVault

Step 3
Click Turn On.
Step 4

Enter an administrator’'s name and password,
then click Unlock.

When you turn on FileVault, you can choose to
use an iCloud account or a recovery key to
unlock the disk.

Step 5

Select “Create a recovery key and do not use
my iCloud account,” then click Continue.



Full Disk Encryption

* On MacQS, you can use FileVault

Step 4

Enter an administrator's name and password,
then click Unlock.

When you turn on FileVault, you can choose to
use an iCloud account or a recovery key to
unlock the disk.

Step 5

Select “Create a recovery key and do not use
my iCloud account," then click Continue.

Note

If you previously set up iCloud on your Mac,
the option "Allow my iCloud account to unlock
my disk" appears. If you select that option,
encryption starts automatically after you click
Continue. When iCloud isn't set up, the option
“Set up my iCloud account to reset my
password” appears instead. If you select that
option and then click Continue, you must sign
in to your iCloud account to start encryption.

Q, Search
.': Aileen Zeigen
‘" Apple iD

B wi-ri
B3 siuetooth
B newwork

3 notitications
€ souna
Focus
E Screen Time

General

@ Appearance

(@) Accessibility

B convrl center
© sir & spotiight
D privacy & security

(B esktop & Dock
B oisplays

7 Walinanar

<  FileVault

FileVault Turn On...
File¥ault secures 1ha data on your disk by encrypting its
content sutomaticaly.

WARNING: You will need your login password or & recavery key to ccess your data.
A recovery kny fs automatically generated as part of this setup. If you forget both
wour password and recovery kev. the daia vl be lost.

HD"
—~

L0

Privacy & Security
Enter an administrator's name and
password to enable FileVault.

Aileen Zeigen

( )
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Full Disk Encryption «

* On Linux, you can use LUKS. However this usually requires
to format your computer. I can make a dedicated workshop
about it, please reach out if you are a Linux user (and if you
are concerned about safety, you should be one!)
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Full Disk Encryption «
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* On your phone, activate the locked option of Signal to
encrypt your Signal related data.



Encrypting a USB key «*u R

* Let us start with a simple case: encrypt a usb key

* There are many ways to do it, but here I will tell you a way
that is “cross platform”: you will be able to use the USB key
on MacOS, Windows or Linux

* Let us first prepare the usb key partitions. The way to do this
depends on your OS.



Encrypting a USB key

» Case of linux

« Start by installing the tool gparted:
"sudo apt install gparted”

* Then launch it: "sudo gparted”

choose your USB key (not your hard
drive, this would destroy all you data!)

/devfsda - GParted b4

GParted Edit View Device Partition Help

_4/sda  (465.76 GIiB)

]

B /devisdb  (57.30GiB)

[dev/sda3 —
464.78 GiB |
Partition File System Mount Point Size Used Unused Flags
Idev/sdal < [l fat32 /boot/efi 512.00 MiB 10.88 MiB 50112 MiB boot, esp
Idev/sda2 - ext4 [boot 488.00 MiB 19818 MiB 289.82 MiB
[dev/sda3 .[Encrypted] lvm2 pv usera-com... 464.78 GiB 460,97 GIB 3.81GIiB
unallocated unallocated 1.02 MiB

0 operations pending




Encrypting a USB key

click here (careful,
this will destroy
forever all the data
on the disk)

/dev/sdb - GParted

GParted Edit View Device Partition Help

w Create Partition Table...

. [dev/sdb (57.30 GiB) =

Attempt Data Rescue...
[dev/sdbl [dev/sdb2
32.00 GiB 25.30 GiB
Partition File System Size Used Unused Flags
Jdev/sdbl & [l unknown 32.00 GIB - -
fdev/sdb2  IM[Encrypted] 25.30 GiB 25.30 GiB 0.00B

0 operations pending




Encrypting a USB key

select "gpt” and
click on Apply

a2 partition table on /dev/sdb X

ﬁ WARNING: This will ERASE ALC'SgA on the ENTIRE DISK /dev/sdb

Select new partition table type: gpt = ‘




Encrypting a USB key

/dev/sdb - GParted x
right click on the GParted Edit View Device Partition Help
unallocated space G ® |2 B B|S ¢ __ [dev/sdb (57.30GiB) ~

and click on "New"” = Sy, = G —— |

File System Size Used Unused Flags

unallocated g . ~'loceted

+|| Resize/Move

=] Copy

|:_, Paste

% Formatto »
Open Encryption
Mount
Mame Partition

Manage Flags

0 operations pending

Tl



Encrypting a USB key

Fill the New size
with all the size
available, select
"exfat” for the
filesystem, then
click on "Add”

Create new Partition

Free space preceding (MiB):
New size (MiB):
Free space following (MiB}):

Align to:

26673

MiB

Create as:

File system:

Label:

Primary Partition




Encrypting a USB key

Click on the "Apply”
logo, then "Apply”

Apply operations to device

Are you sure you want to apply the pending operations?

Editing partitions has the potential to cause LOSS of DATA.

You are advised to backup your data before proceeding.




[f you are on Windows

* You need to open the disk partitioning system b’ TR
"part” in the search bar

Crea_tfa and format hard disk
= partrtions

\ ot panel

Microsoft Bing web suggestions

> partsgeek

L partyking

L partzilla

L partrtion

> part time jobs near me

L party city

L parts town

L party rent

> partsouq

Settings

Block or allow third-party cookies

[ Change the level of context provided
for buttons and other controls




[f you are on Wind

* Right click on your disk
and select "Format”
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Healthy (Basic Data Partition)

B Unzllocated [l Primary partition

= Disk Management — O x
File Action View Help

o T HE =XM i 250
Veolume | Layout |Type | File System | Status | Capacity | Free Spa... | % Free

- () Simple Basic MNTFS Healthy (B... 487.74 GB 24479GB 30%

= Simnle Rasic RAW Healthy (B.. 57.30 GB 57.30GB  100%

- Open Healthy (R... 334 MEB 554 MB 100 %

- | Explore Healthy (E.. 100 MB 100 MB 100 %

- | Healthy (P... 477 MB 477 MB 100 %

- | Mark Partition as Active Healthy (P... 232.83GB 23283 GE 100 %

= Change Drive Letter and Paths... Healthy (P... 477 MB 477 MB 100 %

- | Healthy (P... 20935 GB 209.35GB 100 %

Format...
Extend Volume...
Shrink Volume...
Add Mirror...

— Delete Volume... t h'
- , I I I R D R
Bas Properties
931 Help I 100 M | | 477 MEB 232.83 GB 477 MB 209.35 GB
On - - e J (|| Healtt || Healthy | || Healthy (Primary Par | |Healthy { || Healthy (Primary Part
= Disk 1 |
Removable (D)

537.30 GB 57.30 GB RAW
Online




[f you are on Windows

e Select exFat

=P Disk Management — | x
File Action View Help

o= T HEI =X J1 2

Volume | Layout I Type I File System I Status I Capacity I Free Spa... | % Free
- (] Simple Basic MNTFS Healthy (B... 487.74 GB 24419GB  30%

- (D) Simple Basic RAW Healthy (B... 57.30 GB 57.30GB 100 %

== (Disk O partition 2)  Simple Basic Healthy (R... 334 MB 554 MB 100 %

== (Disk 0 partition 3)  Simple Basic Healthy (E... 100 MB 100 ME 100 %

(Disk 0 partition 5} Simple : LlomlibofB AT LD 477 MB 100 %

ik 0 partition 8)  Simple Format D X |23283GE  100%

= (Dis Simple 477 MB 100 %

= (Disk 0 pa Simple Volume labal: New Volume | 20935GB 100 %

File system: exFAT ~|

Allocation unit size: | Default - |

a qguick format

= Dick 0 _ Enable d folder compression

Basic )

93150 GB 487.74 GB NTFS I oK I | Cancel | 477 MB || 209.35 GB

QOnline Healthy (Boot, Pag Healthy | ||Healthy (Primary Part

= Disk 1 . |

Removable (D:)
57.30 GB 57.30 GB RAW
Online Healthy (Basic Data Partition)

W Unallocated [l Primary partition




. digital SAI;:TY ".ﬁq
If you are on Windows «S R

* You can ignore the warning (but we agreed that
all data on this USB key will be lost right?)

Format O

Formatting this volume will erase all a on it. Back up any
! data you want to keep before formatti@g. Do you want to
continue?




digital SAFETY

S,
o ”1‘11[0

[f you are on MacQOS i

* You need to use the diskutility software

* Select the correct disk, make some free space by removing
some partitions or shrinking them

* Create a partition with the exfat filesystem, the size you
want

* Click on "apply”



Create the volume on Veracryp-

* Create a new volume

M VeraCrypt

Volumes Favorites Tools Settings Help

Create NewVolume...

Mount Volume

Size Mount Directory

Type

Auto-Mount All Device-Hosted Volumes _

Unmount Volume

Unmount All Mounted Volumes
Change Volume Password...

Set Header Key Derivation Algorithm...
Add/Remove Keyfiles to/from Volume

Remove All Keyfiles from Yolume...

Volume Properties...

Create Volume Volume Properties...

Volume

VeraCrypt Never save history

Mount Auto-Mount Devices

Volume Tools...

Dismount All

Wipe Cache

Select File...

Select Device...

Exit




Create the volume on Veracryp-

* Create a new volume - -

Volumes Favorites Tools Settings Help

Slot Vol
H M VeraCrypt Volume Creation Wizard
= 2
=3 VeraCrypt Volume Creation Wizard
= 4 Create an encrypted file container
5 Creates a virtual encrypted disk within a file. Recommended for
= inexperienced users.
=7 More information
=8
- 9 | O Encrypt a non-system partition/drive
create | Encrypts a non-system partition on any internal or external
o 0_ drive (e.g. a flash drive). Optionally, creates a hidden volume.
Volume 1
Veralrypl
Mo
= Help < Back MNext » Cancel




Create the volume on Veracryp-

* Create a new volume

i

Volumes

Slot Volu

= 2
=3
= 4

= 7
=8
= 9

Create Vo

Volume

VeraCrypl

Favorites

VeraCrypt =

VeraCrypt Volume Creation Wizard

Volume Type
© standard VeraCrypt volume

Select this option if you want to create a normal VeraCrypt
volume.

Hidden VeraCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume. There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your

Help < Back Next > Cancel




Create the volume on Veracryp-

* Select your partition (do
not make a mistake here,

Select a Partition or Device x

Or you can once again e _ s Moot
loose all your data) e oo
{dev/sda3 464 GiB

= fdev/sr0: 1023 MiB

57.3GiB

OK




Create the volume on Veracryp-

* Ignore this warning

VeraCrypt

RIANT: We strongly recommend thatinexperienced users create a VeraCrypt

partition) there is, for exalge, no risk of destroying a large number of files. Note
gn though it contains a virtual encrypted disk) is

actually just like any normal file. aore information, see the chapter Beginner's
Tutorial in the VeraCrypt User Guide.

Are you sure you want to encrypt the entire devict

No




Create the volume on Veracryp-

* Keep the default here

73]

VeraCrypt Volume Creation Wizard - X

Encryption Options
Encryption Algorithm

AES - Test

FIPS-approved cipher (Rijndael, published in 1998) that may be used
by U.S. government departments and agencies to protect classified
information up to the Top Secret level. 256-bit key, 128-bit block, 14
rounds (AE5-256). Mode of operation is XTS.

More informa™gon AES Benchmark
Hash Algorithm
SHA-512 nformation on hash algorithms
Help < Back Mext > Cancel




Create the volume on Veracryp-

* Enter a strong
passphrase two time
and continue

3

VeraCrypt Volume Creation Wizard iz

Volume Password

Password: ®eeesssssssssssssssssssssassani

Confirm Password: uccc--cccccccciccciccci--|-c|-|

|Use PIM
_| Display password

| Use keyfiles Keyfiles...

t is very important that you choose a good password. You should

g choosing one that contains only a single word that can be
foundWgg dictionary (or a combination of 2, 3, or 4 such words). It
should notWggtain any names or dates of birth. It should not be easy
to gquess. A goOMgassword is a random combination of upper and
lower case letters, 'Wggbers, and special characters, suchas @ * =
$ * + etc. We recommerizghoosing a password consisting of 20 or
more characters (the longer,Wyg better). The maximum possible
lengthis 128 characters.

Help < Back Mext > Cancel




Create the volume on Veracryp-

* Say that you might want
large files

M VeraCrypt Volume Creation Wizard =

Large Files
QO Yes

Do you intend to store files larger than 4 GiB in this VeraCrypt
volume?

No

Depending on your choice above, VeraCrypt will choose a
suitable default file system for the VeraCrypt volume (you will
able to select a file system in the next step).

Help < Back MNext > Cancel




Create the volume on Veracryp-

* Select "exFAT"” and
continue

VeraCrypt Volume Creation Wizard =

Volume Format
Options

Options

| | Quick Format

In order to enable your operating system to mount your new
volume, it has to be formatted with a filesystem. Please selecta

use 'Guick form o skip encryption of free space of the volume.

Help < Back Next > Cancel




Create the volume on Veracryp-

s VeraCrypt Volume Creation Wizard =

Cross-Platform Support
O 1will mnu_nt t_hf._ vo l_ume on ptr_\g_r Flatfn_rms

Choose this option if you need to use the volume on other
platforms.

| will mount the volume only on Linux

Choose this option if you do not need to use the volume on other
platforms.

Help < Back Next > Cancel




Create the volume on Veracryp-

VeraCrypt

Please notcWaggthe volume will not be formatted with a FAT filesystem and,
therefore, you mayWagrequired to install additional filesystem drivers on platforms

other than Linux, which "Wagggpable you to mount the volume.




Create the volume on Veracryp-

M VeraCrypt Volume Creation Wizard sage K

move you mouse to collect
some randomness, then
format

Volume Format

RandDmPDDl: ****************************-: Displal?lp‘
Header Key:
Master Key:

Randomness Collected From Mouse Movements

Abort

Doné Speed Left

IMPORTANT: MWy your mouse as randomly as possible within this
. - window. The longeryWggrnove it, the better. This significantly
increases the cryptograp rength of the encryption keys. Then
click Format to create the volu

Help < Back Format Cancel




Create the volume on Veracryp-

last check: all data will be
lost on the selected
partition

VeraCrypt

CAUTION: ALL FILESTRENTLY STORED ON THE SELECTED Device 'fdev/sdb1'
WILL BE ERASED AND LOS WILL NOT BE ENCRYPTED)!

Are you sure you want to proceed with fornma




Create the volume on Veracryp-

be patient

VeraCrypt Volume Creation Wizard - X

Volume Format

Random PD‘DI.: e S EEE LSS ESEEE L E S EEEEE L LSS E :_: Displa?pt
Header Key:
Master Key:

Randomness Collected From Mouse Movements

Abort

Done 9.958% Speed 296 MiB/s Left 2 minutes

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys. Then
click Fermat to create the volume.

Help < Back Format Cancel




Create the volume on Veracryp-

all good




Mount the volume on Veracryp-

W VeraCrypt - X

Volumes Favorites Tools Settings Help

Select one slot, then a
device

Slot Volume Size  Mount Directory Type

- 4
=5
= 6
=W
= 8
i 9

Create Volume Volume Pro Wipe Cache
Volume
Select File...
h—— bty 220 T Volume Tools... Select Device...

Mount Auto-Mount Devices Dismount All Exit



Mount the volume on Veracryp-

Select the correct device,
then OK.

You will have to enter your
password, then you will be
able to access your files.
Congrats !

Select a Partition or Device

Device

= [dev/sda:
[dev/sdal
fdev/sda2
[dev/sda3

= [dev/sdb:

Jdevisdb

Size
465 GiB
512 MiB

488 MiB
464 GiB

1023 MiB

57.3GiB

Mount Directory

fboot/efi
fboot
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